Task 8
Data breach consequences

Research task on data breaches. Research online and find examples of recent data breaches and their implications. Compete the templates and include any formal action that was taken by UK regulators (currently the Information Commissioner’s Office and the Financial Services Authority) in response to the data breaches you have found.

The first one for Staysure.co.uk has been done for you as an example.
Complete the other TWO.

Breach details of Staysure.co.uk Ltd
	What
	Customer records containing payment card data including CVV2/CVC2 data were extracted from a public-facing website by a malicious attacker.

	How much
	93,389 customer details. 110,096 payment card records.

	When
	14 October 2013

	Why
	A malicious attacker used a publicly known (since 2010) vulnerability in the JBoss Application Server to install a backdoor in the Stay Sure web server. This allowed the attacker to access and download all data stored within the system, which included over three million customer records, although it appears that data from only one payment card was targeted by the attacker.


Regulatory action
	Regulator
	ICO

	Action
	Monetary penalty of £ 175,000.

	When
	20 February 2015


Why the regulator acted
	Breach of act
	Breach of the fifth data protection principle in that it was recognised that old payment card data should have been deleted. This activity was planned; however, due to human error, it was not completed.
Breach of the seventh data protection principle as systems and processes were not in place to update software. Additionally, PCI DSS prohibits the
storage of CCV2/CvC2 data.

	Likely to cause damage or distress and reasons
	Over 5,000 such payment cards were used to commit fraudulent transactions. Although the fraudulent transactions were reimbursed by the Data Subject’s bank, the Commissioner believes distress had in fact occurred.



ONE: Breach details of Click or tap here to enter text.
	What
	Click or tap here to enter text.
	How much
	Click or tap here to enter text.
	When
	Click or tap here to enter text.
	Why
	Click or tap here to enter text.

Regulatory action
	Regulator
	Click or tap here to enter text.
	Action
	Click or tap here to enter text.
	When
	Click or tap here to enter text.

Why the regulator acted
	Breach of act
	Click or tap here to enter text.
	Likely to cause damage or distress and reasons
	Click or tap here to enter text.


TWO: Breach details of Click or tap here to enter text.
	What
	Click or tap here to enter text.
	How much
	Click or tap here to enter text.
	When
	Click or tap here to enter text.
	Why
	Click or tap here to enter text.

Regulatory action
	Regulator
	Click or tap here to enter text.
	Action
	Click or tap here to enter text.
	When
	Click or tap here to enter text.

Why the regulator acted
	Breach of act
	Click or tap here to enter text.
	Likely to cause damage or distress and reasons
	Click or tap here to enter text.

End of Task 8
