Task 9
Ethical Dilemmas

A company may very well have the legal right to monitor everything an employee does with its computer equipment. We are talking about the ethical aspects of having the ability to do so, not the legal aspects. Couple up with a classmate to discuss, then answer in your own words and opinion each of the following:

Ethical dilemma 1
1. Should you read the private e-mail of your network users just because you can? What is the reason for your response?
Click or tap here to enter text.

2. Is it okay to read employees' e-mail as a security measure to ensure that sensitive company information is not being disclosed? What is the reason for your response?
Click or tap here to enter text.

3. Is it okay to read employees' e-mail to ensure that company rules (for instance, against personal use of the e-mail system) aren't being violated? If you do read employees' e-mail, should you disclose that policy to them? Before or after the fact?
Again, what are the reasons for your response?
Click or tap here to enter text.


[bookmark: _bookmark12]Ethical dilemma 2
1. Is it okay to monitor the websites visited by your network users? What is the reason for your response?
Click or tap here to enter text.

2. Should you routinely keep logs of visited sites? Why?
Click or tap here to enter text.

3. Is it negligent not to monitor such internet usage, to prevent, for example, the possibility of pornography in the workplace, which could create a hostile work environment? What are the reasons for your response?
Click or tap here to enter text.
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1. Is it okay to place key loggers on machines on the network to capture everything the user types? What reasons can you think for your response?
Click or tap here to enter text.

2. Is it acceptable to place screen capture programs so you can see everything that is displayed? Again, what are your reasons for you thinking this?
Click or tap here to enter text.

3. Should users be informed that they are being watched in this way?
Click or tap here to enter text.
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